MpunoxeHune 2
MHO®OPMALIMOHHASA NAMATKA
ANnsa ObYYAKOLWNXCA AN PASMELLEHNA
HA O®PULINAJIbHBIX MHTEPHET-PECYPCAX

C KaXAablM rOAOM MOJIOAEXW B MHTEPHETE CTAHOBUTLCS 60NblUe, @ LWKOJbHUKN O4HM
M3 CaMblX aKTMBHbIX Mofib3oBaTenen PyHeTa. Mexay TeM, MNOMMMO OFPOMHOrO
KOIMYeCcTBa BO3MOXHOCTEN, MHTEPHET HeceT W npobnembl. DTa nNaMsATKa AOJKHa
noMoyb Tebe 6e30nacHO HaxoAMTbCS B CETWU.

KomnbloTepHble BUPYChbI

KOMNbIOTEPHbLIN  BUPYC - 3TO  PasHOBMAHOCTb  KOMMbIOTEPHbIX  MpPOrpamm,
OT/IMYNTESIbHON OCOBEHHOCTLIO KOTOPOM SIBASIETCA CNOCOBHOCTb K Pa3MHOXeHuto. B
AOMOJIHEHNE K 3TOMY, BUPYCbl MOryT MOBPEeAuUTb WM MOJIHOCTbIO YHUUYTOXMUTb BCE
dannbl N AaHHble, NOAKOHTPOSbHbIE MOMIb30BATEN0, OT WMMEHW KOToporo 6bina
3anyweHa 3apaxeHHass nporpamMMa, a TakKxke NOBpeAuTb WAN AaXe YHUYTOXWUTb
onepaumoHHYID CUCTEMY CO BceMn dannamm B uenoM. B 60abLWIMHCTBE Cryyaes
pacnpoCTPaHSATCS BUPYCbl Yepe3 MHTEpPHET.

MeToAbl 3aWnTbl OT BPEAOHOCHbIX MPOrpamMMm:

1. icnonb3yi coBpeMeHHble OnepaunoOHHbIE CUCTEMbI, UMEIOLLNE CEPbE3HbIN YPOBEHb
3alNTbl OT BPeAOHOCHbIX Nporpamm;

2. MNocTosHHO ycTaHaBnmBan naytm (UndpoBbie 3ansaTkn, KOTOpble aBTOMAaTU4YeCKU
yCTaHaB/IMBAlOTCA C uenbio gopaboTku nporpamMmbl) U apyrue obHoBneHus cBoen
onepaumoHHON cuctembl. CkaumBanm UX TONbLKO C oduuManbHOro cavta paspabotumka
OC. Ecnun cyLwecTByeT pexuM aBTOMaTMYeCKOro 06HOBNEHUS, BKOUM €ro;

3. Pabotalh Ha cBOeM KOMNbKTEpe o4 nMpaBaMuM Mofb3oBaTensd, a He
aAMWHUCTpaTopa. DTO He NOo3BOAUT 6ONbLWMHCTBY BpPeAOHOCHbIX MNporpaMm
MHCTaNIMPOBaTbCA Ha TBOEM MepCcOHaNbHOM KOMMbOTEPE;

4. icnonb3yn aHTUBUPYCHblE NpPOrpaMMHble NPOAYKTbl M3BECTHbLIX NMPOU3BOAUTENEN,
C aBTOMaTnyeckuMm obHoBneHuem 6as;

5. OrpaHnyb GM3nMYeCcKnin 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX NULL;

6. Mlcnonb3yi BHELWHME HOCUTENn UHpOopMaumn, Takme Kak gnewka, oguck nan dann
N3 MHTEepHeTa, TONbKO N3 NPOBEPEHHbIX NCTOYHUKOB;

7. He oTKkpbiBa KOMMNbIOTEPHbIE dalifbl, NONYYEHHbIE U3 HEHAAEXHbIX MCTOYHMKOB.
Odaxe Te ddannbl, KOTOpble Mpucnan TBOW 3HAKOMbIN. Jlydwe YyTOYHM Yy Hero,
oTNpaBnan nu oH Tebe ux.

Cetu WI-FI

Wi-Fi - aTO He BMA nepeaayn AaHHbIX, HE TEXHONOMMS, a BCero Nuwb 6peHa, Mapka.
Ewe B 1991 roay HuaepnaHackas KomMnaHusa 3apernctpuposana 6peHa "WECA", yto



obo3Havano cnosoco4vetaHme "Wireless Fidelity", koTopbii nepeBOAMTCA Kak
"6ecnpoBoaHas TOYHOCTL".

[o Hawero BpeMeHwn gowna apyras abbpesuatypa, KOTOpas SBASETCA TakKoW Xe
TexHonormen. 3to abbpesmatypa "Wi-Fi". Takoe Ha3zBaHue 6bINO AaHO C HAMEKOM Ha
CTaHAapT BbICWIEN 3BYKOBOW TexHMKM Hi-Fi, yTo B mepeBoae o3Ha4daeT "BblCOKas
TOYHOCTbL".

[a, 6ecnnaTHbll WHTEpHeT-AoCTyn B Kade, OoTensax W asponopTax sBAsETCSA
OT/INYHON BO3MOXHOCTbIO BbIXO0A4a B MHTEpHeT. HO MHOrme akcnepTbl CUYMTAOT, 4TO
obwepnoctynHblie Wi-Fi ceTn He aBnsoTcs 6e30nacHbIMU.

CoBeTbl No 6e3onacHocTn paboTbl B 06LeaocTynHbiX ceTax Wi-fi:

1. He nepepmaBan CBOWO NUYHYO MHMOpMauuto 4yepe3d obuenoctynHbie Wi-Fi ceTtun.
Pabotas B HWX, XenatenbHO He BBOAMTb MaApoaM AOCTyna, JSIOTMHbI U Kakue-TO
HOMepa;

2. icnonb3yi n 06HOBNSAM aHTUBMPYCHblE NporpamMmbl U 6paHaMayep. TeM caMbiM Thbl
obe3onacub ceba OT 3aKayukM BUpyCa Ha TBOe YCTPOMCTBO;

3. Mpu wncnonb3osaHun Wi-Fi oTkawoun dyHkumo "O6bwmi goctyn Kk dannam um
npuHTepam". [daHHas @YHKUMA 3aKkpbiTa MO YMOSYaHWUIO, OAHAKO HeKoTopble
Nnoab30BaTeENN aKTUBUPYIOT ee Ans yaobcTea ncnosb3oBaHua B pabote nnm ydyebe;

4. He vcnonb3yn nybnnynbin WI-FI gns nepegaydv NNYHbIX AaHHbIX, HanpuMmep ans
BbIX0A4a B COUMAsIbHbIE CETU UM B SNIEKTPOHHYIO MOYTY;

5. Ucnonb3yn ToNbkKoO 3awmuieHHoe coeanHeHmne yepes HTTPS, a He HTTP, T.e. npu
Habope Beb-aapeca BBoan UMeHHO "https://";

6. B m™MobunbHoM TenedoHe oTkaumM  dyHkumio  "MopkntoveHne K Wi-Fi
aBToMaTmyeckn". He gonyckalr aBTOMaTUYECKOro MOAKIIOYEHUS YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBOEro cornacwus.

CouumanbHble ceTu

CounanbHble CETU aKTUBHO BXOAAT B Hally XM3Hb, MHOrMe ftoaM paboTatoT U XUBYT
TaM nOCTosiHHO, a B Facebook yxe 3apernctpyupoBaH MWAMApPA YenoBeK, 4YTO
ABNSIETCA OAHOM CeabMOM BCeX XuTenen nnaHeTbl. MHorme nonb3oBaTesin He
NOHMMAIOT, YTO MHMOpPMaUUS, pa3MeLlleHHas UMN B COUMalbHbIX CETAX, MOXET ObITb
HangeHa M MCMNonb3oBaHa KeM YrogHo, B TOM 4ucie He obs3atenbHo ¢ 6narmmu
HaMepeHUsIMHU.

OcHoBHble coBeTbl M0 6e30NacHOCTU B COLMANbHbIX CETAX:

1. OrpaHunyb cnucok Apy3en. Y Teba B Apy3bAX He AO/HKHO ObiTb ClyYalHbIX M
HEe3HaKOMbIX II0AeN;

2. 3awmuwan cBOK YacTHYIO XW3Hb. He ykasbiBai naponun, tenedoHbl, agpeca, AaTty
TBOEro pPOXAEHUA U APYrYH JIMYHYD WHDOpMaumo. 3M0YyMbIWIEHHUKM MOryT
MCNONb30BaTh Aaxe WHGOPMaUMKD O TOM, KaK Tbl M TBOM pOAUTENWN MNaHupyeTe
NPOBECTU KaHWUKYIbI;

3. 3awmian cBo penyTaumio - AEPXN ee B YNCTOTe U 3adaBan cebe Bonpoc: xoTen
6bl Tbl, 4TOb6bI Apyrve nonb3oBaTenuM BUAENW, YTO Tbl 3arpyxaews? [logyman,
npexae 4eM YTo-To onybanKoBaTb, HaNMCaTb U 3arpy3unTb;



4. ECnn Tbl rOBOPULLb C IIOABMW, KOTOPbIX HE 3HaelWb, HE UCMONb3YyN CBOE peasnibHoe
UMS W APYrYK JINYHYKO WMHGOPMaUUK: WUMSA, MECTO XUTeNbCTBa, MecTo y4yebbl u
npouee;

5. WN3beran pa3meweHns ddotorpadumini B WHTepHeTe, rae Tbl m306paXxeH Ha
MECTHOCTM, MO KOTOPOW MOXHO onpeaesinTb TBOE MECTOMONIOXKEHNE;

6. Mpu pernucTtpaumm B COUMANbHOM CeTU HeobXoAMMO UWCMONAb30BaTb CJ/IOXHbIE
naponu, cocroswme ns 6yks n umdp M C KONMYECTBOM 3HAKOB HE MeHee 8;

7. Ona couwnanbHOW CeTU, NOYTbl W APYyrUX CanWToB HeOb6XoAMMO WCMO/b30BaTb
pa3sHble naponun. Toraa ecnu Tebs B3NOMAlOT, TO 3N0YMbIWIEHHUKW MOay4YaT AOCTynN
TO/IbKO K O4HOMY MeCTy, a He BO BCe Cpasy.

ONeKTPOHHbIe AeHbIn

DNEKTPOHHbIE AEHbIM - 3TO O4YeHb YAO0bHbIM Crnocob nnatexen, oaHAKO CYLEeCTBYHOT
MOLUEHHWKMN, KOTOPble XOTAT NONY4YUTb 3TN AEHbIU.

DNEeKTPOHHbIE AEHbIMM NOSIBUINCb COBCEM HEAABHO W MMEHHO M3-3a 3TOr0 BO MHOMMX
rocyaapcreax A0 CMX MOp He NPOonMcaHo NpoO HUX B 3aKOHax.

B Poccuun xe oHM DYHKUMOHUPYIOT M O HUX YXe MponnmcaHo B 3aKoHe, rae wux
pasfensaiT Ha HEeCKOJIbKO BMAOB - aHOHUMHbIE M HE @aHOHMMHbIEe. PasHnua B TOM, YTO
AQHOHMMHbIE - 3TO Te, B KOTOPbIX paspewaeTcs nNpoBOAUTbL onepauun 6es
naeHTudUKaunm nonb3oBatens, a B HEaHOHUMHbIX MAeHTUdUKauus nonb3oBaTens
ABNsieTcs obsi3aTeNbHON.

Takxe crneayeT pasninyaTb NEKTPOHHble MaTHbIE AeHbrM (pPaBHbl FOCYAapCTBEHHbIM
Ba/lt0TaM) W 3JIEKTPOHHblIE HeduaTHble AeHbrn (He paBHbl [OCYAAPCTBEHHbIM
Basitl0TaM).

OcHoBHble coBeTbl Mo 6e3onacHon paboTe C 3N1eKTPOHHbIMU AEeHbraMu:

1. MpuBsaxun K cyeTy Mo6UNbHLIN TenedoH. OTo caMblii YA06HbIM U 6bICTPbIM cnocob
BOCCTA@HOBMTb AOCTYyn K cyeTy. [puBsi3aHHbIN TenedoH nomoxeT, ecnu 3abyaelwb
CBOM MAaTeXHbIA Napofib UK 3anaellb Ha CalT C HE3HAKOMOro YCTPOWCTBa;

2. Ncnonb3yin oaHopa3oBble naponu. MNocne nepexoga Ha YCUEHHYIO aBTOpU3aUMIO
Tebe yxxe He ByaeT yrpoxaTb ONaCHOCTb KpaXu MK nepexsaTa NaaTeXHOro napons;
3. Bblbepn cnoxHoln naponb. pectynHukam 6yaeTr He NpOCTO yragaTb CNOXHbIN
naponb. HagexHble naponn - 370 Naponun, KOTopble coaepXaT He MeHee 8 3HaKOB U
BK/OYAOT B cebsl CTPOYHbIe U MPOMUCHbIE 6YKBbI, LMMPbl U HECKOIBKO CMMBOJIOB,
Takne Kak 3HaK jonnapa, @yHTa, BOCKAMUATENbHbIM 3HaK W T.n. Hanpumep,
$tRONg!;;

4. He BBOAW CBOM NINYHbIE AAHHbIE HA CalTaX, KOTOPbIM He AOBepsieLlb.

AneKTpoHHas noyrta
DNEeKTPOHHas No4Ta - 3TO TEXHOIOMNS N NPeaocTaBisieMble el YCyru no nepecoblike

N NONYYEHUIO INTEKTPOHHbIX COO6LLI,eHVIl7I, KOTOpblE pacCnpeaenarTcd B KOMHb}OTepHOVI
cetn. 0O6bluHO SJ'IeKTpOHHbII‘/ﬁ MOYTOBLIN AWK BbIFASANT cneayroumnm 06pa30M:



UMSA_Nonb30oBaTena@uMsa_aoMeHa. TakXke Kpome rnepefadn npocToro TeKcCTa,
MMeeTCs BO3MOXHOCTb nepenaBaTb dalinbi.

OcHoBHble coBeTbl N0 6e3onacHoi paboTe C 3N1EKTPOHHOM NOYTON:

1. Hago Bbi6bpaTb NpaBW/IbHbIA MOYTOBbLIN CEPBUC. B MHTEpPHETE €CTb OrpoOMHbLIN
Bblbop 6ecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Sydlle 4OBEPSTb TEM, KOr0 3Haelb
N KTO MepBbin B pEUTUHTE;

2. He ykasbiBal B IMYHOM NoYTe NMYHYIO MHPOpMauunto. Hanpumep, nydwe BbibpaTb
"My3bIKanbHbIM_aHaT@" nnm "pok2013" BMecTo "Temal3";

3. WUcnonb3yn ABYx3TanHyk aBTOpM3auMio. DTO Korga MNOMMMO MNapons HYXHO
BBOAMTb KOA, NpUCbIJTaeMbI No SMS;

4. Bbibepun CnoXHbIM naponb. Onsa Ka)Aoro novYToBOro fAumka AO/IKEH ObiTb CBOM
HaAeXHbI, YCTONYNBLIN K B3/IOMY Naposb;

5. ECnn ecTb BO3MOXHOCTb HamnmcaTb CaMOMY CBOW JIMYHbIA BOMNPOC, MCMNOAb3YM 3Ty
BO3MOXHOCTb;

6. Mcnonb3y HECKONbKO MOYTOBbIX SALWMKOB. lepBbl ANs 4YaCTHOWM nepenucku C
agpecataMnm, KOTOpbIM Tbl JAoBepsielb. DTO 3/IEKTPOHHbIN agpec He Haao
MCNoNb30BaTb NPWU perncTpaumm Ha popymax n camrtax;

7. He oTkpbiBal daiinbl n apyrme BAOXEHUS B NUCbMaXx, AaXe eC/n OHW NpuWwan ot
TBOMX Apy3eMn. Jlyylwe yTOUHW Y HUX, OTNPaBAsaAn in OHN Tebe 3Tu dannbl;

8. MNocne okoH4YaHus paboTbl Ha MOYTOBOM CEpBUCE Mepen 3aKpbITUEM BKIAAKM C
canToM He 3abyab HaxaTb Ha "BeinTn".

KnbepObynnuHr nunu BuptyanbHoe usaeBaTenbCTBO

KnbepbynnmHr - npecneposaHue coobuweHnamu, coaepxawmmm ockopbneHus,
arpeccuio, 3anyruBaHuwe; XYyJUraHcTBO; counanbHoe 60MKOTMpOBaHWE C MOMOLbIO
Pa3/INYHbIX UHTEPHET-CEPBUCOB.

OcHoBHbIe coBeTbl Mo 6opbbe ¢ kKMbepbynNHIroMm:

1. He 6pocaicsa B 60oi. Jlydwnin cnocob: nocoseToBaTbCs Kak cebs BeCTU U, ecnu HeT
TOro, K KOMY MOXHO 06paTuTbCa, TO BHayane YCNOKOWUTbCA. Ecnm Tbl HayHelwb
oTBeYaTb OCKOpOHIEHMAMM Ha OCKOpbeHUsi, TO TONbKO ewe 6onblie pas’oxXellb
KOHMINKT;

2. YnpaBnsin ceoen knbeppenyTtaumen;

3. AHOHMMHOCTb B ceTu MHUMas. CyLlecTBYIOT Cnocobbl BbISICHUTb, KTO CTOUT 3a
AHOHMMHbIM aKKayHTOM;

4. He cTOouT BeCTM XynuraHckumii obpas BUpTyanbHOM XU3HWU. UHTepHeT dukcmpyeTt
BCE TBOW AENCTBUS M COXPAHAET UX. YAAnuTb UX 6yaeT KpanHe 3aTpyAHUTENbHO;

5. Cobntogan cBOO BMPTYasbHY YeCTb CMOJIOAY;

6. WrHopupyh eauvHuyHbIM HeratmB. OaHopa3oBble ockopbuTenbHble Co0b6LiEeHMS
nyduwe nrHopmpoBaTb. O6bIYHO arpeccus npekpalwlaeTcs Ha HavyanbHOM CTaauu;

7. baH arpeccopa. B nporpammMax o6MeHa MrHOBEHHbIMM COOOLLEHUSAMMU,
COUMasnbHbIX CeTAX eCTb BO3MOXHOCTb 6/710KMPOBKM OTNpPaBKM COObLEeHMN
onpeaeneHHbIX aapecos;



8. Ecnn Tbl cBuaeTtenb KubepbynnuvHra. TBOM [AENCTBUS: BbICTYNUTb MpPOTUB
npecnefoBaTenisi, MNoKa3aTb €My, 4YTO ero [AelCTBUS OLIEHMBAKOTCS HEraTMBHO,
noaAep)XaTb XEpTBY, KOTOPOM HyXHa MCUMXOsiorMyeckass MoMOlb, COOBWNTb
B3POC/IbIM O (paKTe arpecCMBHOIO NOBEAEHMUS B CETU.

MoOunbHbIN TenedgoH

CoBpeMeHHble cMapTdOHbl W MJaHLWeETbl coaepxaT B cebe BNOMHE B3pPOC/bIN
dyHKUMOHAN, W Tenepb OHM MOryT KOHKYpMpoBaTb CO CTaLMOHapHbIMU
KoMmnbloTepamm. OQHaKoO, CPeAcCTB 3aluTbl ANns nogobHbIX YCTPOWCTB MOKa O4YeHb
Mano. TeCcTMpoBaHWe M MOUCK YSA3BMMOCTEN B HUX MPOUCXOAUT HE TaK UHTEHCUBHO,
kak ans MK, To e camoe KacaeTcs U MOBUNbHbIX MPUTOXKEHUN.

CoBpeMeHHble MOb6buUNbHble 6pay3epbl yXe MNpaKTUYEeCKM A[OrHanM HacTofbHble
aHanorun, ogHako pacwmpeHme gyHKUMOHaNa BreyeTt 3a cobon 60/bLYI0 CIOXKHOCTb
M MEHbLUYIO 3aLMLLEHHOCTD.

[Janeko He BCe nMpou3BOAMTENM  BbIMyCKalT OOHOBNEHMS, 3aKpblBatowue
KpUTUYECKNEe ySI3BUMOCTM AN CBOMX YCTPOMCTB.

OcHOBHbIe coBeTbl A4ns 6e30nacHOCTN MobunbHOro TesiedoHa:

Hunuero He siBnaetca no-HactosiweMmy 6ecnnaTHbiM. byab ocTopo)xeH, Beaob Koraa
Tebe npepnaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOryT ObiTb CKpPbITbl Kakue-TO
nnaTHble yCcnyru;

Oyman, npexae dyem otnpaButb SMS, ¢oTO MM BUAEOo. Tbl TOYHO 3Haelb, rAe OHU
6yayT B KOHEYHOM utore?

HeobxoanMo 06HOBNATL ONEpauMOHHY0 CUCTEMY TBOEro CMapTdoHa;

Ncnonb3yn aHTUBUPYCHblE NpOrpaMMbl AN MObUNbHbIX TenedoHOB;

He 3arpyxai npuioXxeHuUs OoT HEM3BECTHOINO UCTOYHMKA, BeAb OHU MOryT coAepXaTb
BpeAoHOCHOe nporpaMMHoe obecrneyveHune;

MNMocne TOro Kak Tbl BblAewWb C CanlTa, raAe BBOAMA NIMYHYKO MHMOPMauUo, 3anan B
HacTponkn 6paysepa n yaanu cookies;

MNMepnoanyeckn NpoBepsn, Kakme nnaTHble YCAYrn akTUBMpPOBaHbl Ha TBOEM HOMepE;
[asali cBoii HoMep MobunbHOro TenedoHa TONbKO JOASIM, KOTOPbIX Tbl 3HaeWb M
KOMY AOBepsiellb;

Bluetooth pgomxeH 6bITb BbIKNKOYEH, KOraa Tbl UM He MNoOSb3yewbcs. He 3abbiBal
MHOrAa NpoBEpSTb 3TO.

Online urpbl

CoBpeMeHHble OHNalH-Urpbl - 3TO KpacO4YHble, 3axBaTbiBaloWMe pas3B/ieYeHUs,
o6beanHsoWME COTHM ThbICSY YenoBeK Mo BceMy MuUpy. Wrpoku mccneaytoT AaHHbIN
MM MUp, OBLLAOTCS APYr C APYrOM, BbIMOMHSIOT 3a4aHuUsl, CpaXkaloTcs C MOHCTPaMn M
Mosly4yaloT OnbIT. 3a YAOBOMBbCTBME OHWM MNNATAT: MOKYynawT AMCK, OMJayMBaloT
aboHEeMeHT UM NprMobpeTatT Kakme-To onuum.



Bce 3Tn cpeactBa vAyT Ha noAadepXaHue W pasBUTME Urpbl, @ TakKXe Ha camy
6e30NacHOCTb: COBEpPLUEHCTBYKOTCS CWUCTEMbI aBTOpPU3auMK, BbINYCKAOTCA HOBble
natum (Undposble 3annaTkn 4S9 NporpamMmMm), 3aKpbiBalOTCS YS3BMMOCTN CEPBEPOB.

B nogobHbIX nrpax CTOMT onacaTbCs HE CTONIbKO CBOMX COMEPHUKOB, CKOMbKO KpaXmu
TBOEro naposnsi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOpM3auum 60NbLLIMHCTBA UTp.
OcHoBHble coBeTbl N0 6€30NacHOCTM TBOEr0 MFPOBOr0 akKayHTa:

1. Ecnn ppyro wurpok BegeT ceba nnoxo unu cospgaet Tebe HenpusaATHOCTH,
3ab610KMpYI €ro B CNUCKE UFPOKOB;

2. [Moxanynca agMMHUCTpATOpaM Wrpbl Ha MJ0Xoe noBeAeHuMe 3TOro Urpoka,
XenaTtenbHO NMPUIoXNTb Kakne-To AoKas3aTeNnbCTBa B BUAE CKPUHOB;

3. He yka3sbiBal N1M4YHY0 MHpOpMaumio B npodaiine urpsbl;

. YBaxan Apyrmx y4acTHUKOB MO Urpe;

. He ycTtaHaBnuBan HeoduumnanbHble NaTyn U Moabl;

. cnonb3yn cnoxHble 1 pasHbie nNaponu;

N o 1 b

. daxe Bo BpeMsa Urpbl He CTOUT OTK/IIOYaTb aHTUBUPYC. Moka Tol nrpae€llb, TBOWM
KOMNbOTEP MOryT 3apa3nTb.

DULIKHT unn KpaXxa NMNYHbIX AaHHbIX

O6blYyHOM KpaXkeh AeHer M AOKYMEHTOB CerofHsl yXe HWKOro He yAMBWLb, HO C
pPa3BUTUEM WHTEPHET-TEXHONOMMIA 3/10YMbILLIEHHUKN NEPEeMeCTUINCb B UHTEPHET, U
NpoAo/IXaT 3aHNUMaTbCs "NtobumMbIM" aenom.

Tak nosiBUnacb HOBas yrposa: WMHTEPHET-MOLWeEeHHW4YecTBa WM (ULIWHE, raBHas
Luesib KOTOPOro COCTOUT B MOAy4YeHUn KoHdUAeHUNaNbHbIX AAHHbIX Nofb30oBaTenen -
NOrMHOB M naponen. Ha aHrnminckoMm sasbike phishing unTaetca kak duwuHr (ot
fishing - ppibHas noens, password - naponb).

OcHoBHble coBeTbl Mo 60pbbe ¢ PULWMHIOM:

1. Cnegn 3a cBOMM akKkayHTOM. Ecnm Tbl nopo3peBaellb, YTO TBOS aHKeTa 6bina
B3/lOMaHa, TO HeobxoauMmo 3abnokumpoBaTb ee M COO6WMTb agMUHUCTpPaTOpaM
pecypca 06 3TOM Kak MOXHO CKopee;

2. WNcnonb3yn 6e3onacHbie Beb6-calTbl, B TOM 4YUCMe, WHTEPHET-MArasvHOB W
MOUCKOBbIX CUCTEM;

3. Icnonb3yn CNoXHble 1 pa3Hble naponu. Taknum obpasoM, ecnmn Teba B3noMarT, TO
3/10YMbILWNEHHMKN N0ayYaT AOCTYN TOMbKO K OAHOMY TBOeMY Npoduto B CETU, a He
KO BCeM;

4. Ecnn Tebss B3nomanu, TO HeobxoamMmo npeaynpeamTb BCEX CBOMX 3HAKOMBbIX,
KoTopble aobaBneHbl y Tebs B Apy3bsax, 0 TOM, 4To Tebs B3noManu MU, BO3MOXHO, OT
TBOEro MMeHu byaeT paccbiiaTbCsa CNaM U CCbIIKWM Ha PULLINHIOBbIE CanTbl;

5. YcTtaHoBM HagexHbih naponb (PIN) Ha MO6UnbHbIN TenedoH;

6. OTKI0UM coxpaHeHme napons B bpay3epe;

7. He oTkpbiBan dannbl U gpyrue BAOXEHUS B NMUCbMax, Aaxe eCln OHU Npuwnu oT
TBOUX ApYy3eW. Jlyule yTOYHW Y HUX, OTNPaBasaau num oHu tebe 3Tu dannbl.



LUndposasn penytaums

Undposas penyTtaumsa - 3TO HeratTMBHas WM MNO3UTUBHAsA MH@OpMauMa B CETU O
Tebe. KomnpomeTupywwas uWHPOpMaumMs, pasMeweHHas B WHTEpPHeTe, MOXeT
cepbe3HbiM 06pa3oM OTPa3nTbCA Ha TBOEW peanbHOM Xu3HW. "LUndposas penytaumns"
- 3TO TBOM MMUAX, KOTOPbIN hopMmpyeTcs M3 nHbopMauum o Tebe B MHTEpPHETE.
TBOE MeCTO XWUTenbcTBa, Yy4yebbl, TBOe OUHAHCOBOE MOMOXEHNE, OCOBEHHOCTH
XapakTepa n pacckasbl 0 6JIM3KUX - BCE 3TO HaKanJIMBaeTCa B CETHU.

MHoOrme NoApoCTKM JIEFKOMbICIIEHHO OTHOCATCA K Nyb6mnkaumm NM4YHOM MHdopMaunm B
NHTepHeTe, He nNOoHWMMAs BO3MOXHbIX MOCNEACTBMK. Tbl pJaxe He CMOXelb
AoragaTtbCs O TOM, 4TO oTorpadus, pasmelleHHas 5 nert Hasaa, cTana NpPUYMHOMN
OTKasa nNpuHATbL Tebs Ha paboTy.

KomMMmeHTapuu, pasMelleHve TBOMX doTorpaduii m apyrue AenNCTBUS MOryT He
MCYE3HYTb Aa)ke Nocfie Toro, Kak Tbl UX yAanuib. Tbl HE 3HaelWb, KTO COXpPaHW 3Ty
nHdopMaumo, nonasa SiM OHa B MOWUCKOBble CUCTEMbI M COXpaHMIacb NM OHa, a
rNaBHOE: YTO NoAyMarT 0 Tebe oKkpyXxarwme AN, KOTopble HAaKAYT U YBUAST 3TO.
Haintn wHdopMaumio MHOro et Ccnycrs cMmoxetT nwboh - kak wm3 pobpbix
noby>XAeHWN, TaKk U C HAMEpPEHMEM NPUYNHUTL Bpea. DTO MOXET 6bITb KTO YrOAHO.
OCHOBHbIe COBETbI MO 3aWwmTe LM@PPOBON penyTaunn:

1. Moayman, npexae 4eM 4to-TOo NybnmkoBaTb M NepepasaTtb Yy cebs B 6nore mnm B
couuanbHOM ceTu;

2. B HacTponkax npodunsa yCcTaHOBM OrpaHMYeHMss Ha NPOCMOTP TBoero npodunsa m
€ero coaep>Xxumoro, caenan ero Tonbko "ans apysen';

3. He pa3smewann wn He ykasbiBan MWHPOpMaUMIO, KOTopas MOXeT Koro-imbo
ocKop6aTb Unn obuxaThb.

ABTOpCKOe npaBo

CoBpeMeHHble LWKONbHUKK - aKTMBHbIE MNonb30BaTenn UMEpPOBOro MNpoCTpaHCTBa.
OpgHako paneko He BCe 3HalwT, 4YTO MNOSb30BaHME MHOMMMWU BO3MOXHOCTAMU
umMdpoBoro Mmpa TpebyeT cobnoaeHna NpasB Ha UHTENNEKTYaNbHY CO6CTBEHHOCTD.
TepMUH "WHTennekTyasnbHas COBCTBEHHOCTb" OTHOCUTCHA K Pa3/iInyHbIM TBOPEHUAM
4YenoBeYeCKOro yMa, HauuMHas C HOBbIX KM306peTeHWit M 3HaKoB, 06O03HaYalLWKMX
CO6CTBEHHOCTb Ha MNPOAYKTbl W YCAyruM, U 3akaH4ymBas KHuramm, doTtorpadusmm,
KMHOMMIbMaMN U My3blKaslbHbIMWU NPON3BEAEHUSIMWN.

ABTOpCKME npaBa - 3TO nMNpaBa Ha WHTENNEKTyasbHYyl0 COBCTBEHHOCTb Ha
Npou3BeAEeHUs HayKu, nutepaTtypbl M WCKycCTBa. ABTOPCKME MNpaBa BbICTYMNalT B
KayecTBe rapaHTum TOro, YTO MHTENNEeKTYaNbHbI/TBOPYECKN Tpya aBTopa He byaeTt
HanpacHbIM, AacT eMy CchnpaBeanvMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax
CBOEro Tpyaa, nosy4mTb U3BECTHOCTb M Npu3HaHue. HUKTo 6e3 paspelieHus aBTopa
HE MOXeT BOCMPOM3BOAUTL €ro npou3BeAeHue, pacnpocTpaHaTb, MNy6anyHO
AEMOHCTpMpOBaTb, MpoAaBaTb, WMMNOPTMPOBATb, MyckaTb B npokaT, ny6anyHo
MCMNOMHATb, NOKa3blBaTb/UCMONHATL B 3mpe nan pasmewaTtb B MIHTepHeTe.



Mcrnonb3oBaHne "nupaTtckoro" nporpaMMHOro obecrnedeHuss MOXET MNpUBECTU K
MHOMMM pUCKaM: OT MNOTEPM AaHHbIX K TBOMM aKKayHTamM A0 6/10KMPOBKW TBOEro
YCTpOWCTBA, rae yCraHOBfieHa HeneranbHas nporpaMma. He ctouTt Takxe 3abbiBaThb,
YTO CYLLEeCTBYIOT fierajsibHble U 6ecniaTHbie NporpaMMbl, KOTOPblE MOXHO HaWTu B
ceTu.

O noprane

CeteBnYoK.pd - TBOW rNaBHblA COBETYMK B CETU. 3A4eCb Tbl MOXElWb Y3HaTb O
6€e30NacHOCTU B CETM MOHATHbIM W AOCTYMHbIM $3bIKOM, @ MNpPXM BO3HUKHOBEHWUU
KPUTUYECKON cuUTyauum o6paTuUTbCA 3a COBETOM. A TaKXe MNpUHATbL y4yacTue B
KOHKYypCax W CTaTb CaMbIiM LUNPPOBbIM FrpaXkaaHNUHOM!



